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• "(b) COOPERAnoN.-Subject to sections 2607Cc) and, 260&d). a manufactW"er c
teleeommuzuc&uons uanswssion or mtehing eqUlJ:lment and a proyuier of t.!il
commumeau"ons suppor:t 5erYtce5 shall. 011 a reuoaaoly timely bailS and at a M!J

sanael. charp. mU. available to 'the.telecommumeatlons camers \1SInf Its eqWI
ment or semces such feacu.r.s or mocWieauans u a.re 'necessary to pel"'lDlt such cal
riers to comply with the capability reqwrem.nts of MCcon 2602 and the capaCII
reqwrements identified by the Attom.y General under s«uon 2603.

..§ 2606. Technical requiremeDta and ltanda.rda; enel1lion of cOlDpHaneelace ' ,
"(a) SATE HARsoR.-

. "(1) CONSULTATtON.-To.~~ the efficient and industry-wille imlllemento
Qon of the US1SUJ1ce capability ~mentsunder section 2602. the Altonu
General. in coorciinatiaD with ot.Qe1' federal. State. a.aci loca1law enforcemel
a,enaes. shall consult with appropriate UIOCiaQons and stanc:ia.ni-selung org:
ruzatlons of the te1ecommumcations lDdusU")' &ad with representauves of Usel
of te1eeommunications MI"Y'lCel ·anci facilities.

"(2) COMPlJ.ANCE UNDER ACCEPTED STANDARJ)S.-A telecommunication! carn,
shall be found to be in compliance with the usistance capability nlq'WJ'ernen
unc:ier section 2602. aDd a manwac:NJ'e1" oC te1ecommuDicatioDl tranaDUssl0n '
switchiq equipmeDt or ,provider,Dfw.communieations suPPOrt MmC8S sh.
be found to be in CQlpJ..iaDCe wi~ MCDon 2606. if the camer. manulacturer.
support service provider is ,i~ CGlDpUaDa with public:lyavailab1e teehzucai r
quirementa or standards adop'ted by aD industry associaaon or staDdard-selQI
OrpDiuU.OD or by the Commiuion uDder su.baectiOD (b) to meet the requu
menta of section 2602-

"(3) ABsENct OF STANDA.RDS.-The a.nce o( technical requirements
s't&Ddanis for implementiDI the a.uiA&Dce capability reqw.remeDta of IeCQI
2602 shall not-

"tA) preclude, a camer. maDufae:turer. or services pl'DYider from deploy;
a technolOCJ or semce; or

"(8) re1i..,. a carrier. mamsfaetul'er. or service pnmder of the obugatic
i.rD.-ed by MCtiaD 2602 or 2606. u applicable.

"(b) FCC AUTHORITY.-
"c 1) IN GEHDAL.-IC inGumT auoc:iaaa. or Iw:uiard-setting ozpDiDtic

fail to isaue tedmieal requiremIInua or st.aDdanis or i( a "overnment agency
any other person believes chat web ~mengor staDdanb are d,tident. I
a'incy or penon may peaUon the CommiuiDD to establilh:.by nOCice and co
ment rulem.kin. or such other pl'OClNCiinputhe Com~;.ionmay be auth
izecl to conduct.· tedmica1reqWremti-nta or sw:aci&nis that- .

"fA) meet theaui8ULDee CQability requi.mDentabl section 2602;
"~B) Pt'OfAlCt the privaCJ aDCl MCW'ity of commwiications flot autbarizeC'J

be Int.en:epced; aDd, , ". ., : .
,"(C) serve the ~, oC the United Stat.- ~' e~W'&Ie the ProwWoll

new technol'" aM NrYie. to~the public.. , , ", '
"(2) TRANSITION PERIOD.-IC aD mclusaT t.eehDical ~ment or stlnCU1

set Hide or supplaDced .. a JWWt. or ComlDipiOD acaOftuGer this secuoll.
Commi.on. after conau1tation wi. the AttorDey Gaerai.sbaU establish a I
5OD&ble time aDei conmtiona for COIppliaDce with and the~DSitioDfA any ,
staDdard. indudiac defiDinc the obUCatioDl of te1ecommwucatiDna carT:
UDder MCtioD 2602 durinrany traD.litiOI1 period. ,.,

"CC) ExTI:NslON or COMPLIANCE DAftFOIt FtAnrRES AND'SERVlCES.-
.( 1) PETmON.-A telecommunications camer propollng to install or de"

or baviq installed or deployed•• Ceature .o~ service within ., yean after
date of enae=ent of this chaplar may Plf?UOD the. ~allUlUlllon C~. 1 or If
extensions of the deadUDe Cor COIDplyinc WIth the UlJS't&DCe capability nq\I
menta under section 2602-

·(2) GROUND FOR Q:TEHS1ON.-Tb41 Commission may, after affonlinr a IuD
pormDity for heanng and after eoasult&UoIl with ,the,Attorney GeDll'lll. 11
an eDension under this paracraph. if the COllUZUSS10n, .detummes,,", th;at coa
utt with the a"tance ca,ability~men~und~r ~on~ 15 not
*ll1&biy achievable throqh application of teduiolOC)' aviailable WIthin the c
pliance periocl.

"(3) LENGTH OF tx:TENStO~.-An extension under this pa.rqraph shall ex
far no loftier than the earuer of- . .,.. ,

·(AI the date determined by thl COlftDUSS10ft as necetlary for the ca;
to comply with the asslstance capability reqwrements under secuon ~
or .
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"f B) the dat.e that 1.S 2 yea.rs a.t\.er the elate ou .....hjch the exten,lon l!l

,ranted. .. b hall
"r 4l APPUCAJUU1'Y OF tXTt:SSION -AD extension unCer this su secuon s

apply to ONY that part of the earners buslness on ..... tuch the new feature or
MrY\ce lS useci,

..~ tsar, EaloreelDeec orden
", a I £SFORCEMENT BY COlJ'RT ISSUING Sl.."RV'£ILI...A."OCt ORDER.-lf a court authonz·

Inc an rntereepUOD under chapter 119. a State statute. or the FOl"'elJn Inteihgtn~
Survelllance Act of 1978 150 V.S.C. 1601 et seq. I or authonnng u.se 01 a pen refilter
or a trap ana trace deVIce under chapter 206 or a State statute linds that a tete­
commuNcanons camer hal failed to comply W'lth the reqwremenu In this chapter.
the court may direct that the camer comply foMW\th and may ~reet that a pro.
Vlaer of support Ie",ces to the carner or the manufacturer of the eamer s trans­
a'USSlon or sW\tch1a.c eqwpmen: furtu.sh fOMWlth tnodincacons necessary for the
carner to comply. .

~Ib, ESFORCEMENT UPON APPUCATlON BY A'M'OR.."'iEY G£StRAL.-The Attorney
General may apply to the appropnate t,;'nite<l States distnCt coun for. and. the L"na·
ed Stat.et distne:t courta shall have Jun5ciicaon to lSSue, an orttu dinct1nc that a
telecolNl'lUIUcaaons camer. a manufactw'lr of telecommumcauons transmlSSlon or
swtu:iu11l eqwpment. or a proVIder of telecommwueauons support servtces complY
W\th Ws chapter. .

~(el GROUNDS FOR ISSUANCt.-A court shall issue an order under subsecuon lal

or t bl aNy if the coun fiDcb that-
"11) alt.emaave ted1nolOl1es or capabilities or the facilities of another camer

are not reasonably available to law enfornment for unpiemenung the lntercep­
non of comm'lmcauonl or access to call-idtntifyinc informaaon; and

"(2) compliance wuh the reqw.remenu of this chapter 11 reasonably achievable
throulh the appLicatioD. o( aVaUable teehnolOO to the feacure or servtce at. lIsue
or would haw beea. re&IGna~ly achievable if timely ac:Uon had been wen.

·td) TIME FOR COMPt.JANCE.-UpoD. iuuance o( aD. enforcement order under this
secUOft. the court shall specify a Nuoftable ame and CODclitioni for complyinc wttil
its order. considerinl the cood faith efforts to comply in a timely manner. any effect
on the carner's. m'lnu(aetunr's. or sel"'llce provider's ability to conan'll to 40 bUS1'
n... the depw of culpability or delay lD UIIdertakinI efl'ona to comply. and such
other maften u jusQce may require.

"'fl. LlMlTATJON.-AA order under this seetiDft may noc require • telecommuru·
cations c:a.rrier to meet the aonmment's demand (or tntercepaon of commUNeanons
and acquisition of eall-identif'yinc iniormauon to any eXtent tn excess of the capaclty
for which the Attorney General hualfteCl to NUDbW'M such carner.

"10 CML P'Df.u.TY.-
-( U IN CiEHEIW..-A court iAuiZSC aD order under this section apinst a tel..

commumcaaons camero a manwaetUZ'W o( t.elec:ommumcaaons uansDUSSlon or
swicehinl equipment. or a provider of te1lcomm'lmcationl supponserV1ces may
impolt a civil penalty of up to S10.000 per ciay (or each day in vtolaaon af\.er
the issuuce of the order or after such future date u the court may speafy.

'"f2) CONlmCllAnONI.-lft detumin.i.Dc whether to impoee a fine and in deter­
minio, its aIDOWlt.. the court shall taka into &C:COWl'--

lOt A) the DaQUe. cir'cwnltaDces. and eXtellt of the violation:
'"(8) tM violator'. ability to pay. the violator's aood faith efforts to comply

in a timely maDDer. aDy effect aD the violator's abwty to conUftue to do
buai"••• dle depwe of culpabwty. and the ieniU' of any delay ln undertak'
iD.f eft'orta to comply; aDd .

(C) such other matters al ju.tice may require.
"(3) CML AcnON.-The Attomey c.ftenl may file a civil action in the appro­

priate tIai_ States district COUJ:'t to collect. aD.Cl the Umttd States distnet
couna shall haw juriscl.ietion to impoee. such tin...

"12808. P.ymeDt 01 CORa 01 telecoauDWlicatioaa carriers co cOlDply witb ca·
pabWty require.e..1a

"fal EQUlPMEHT FEATUR£S. AND SERvtCES DEPLOYED BEfORE DATE OF ESACT'
MEHT.-The AltOm., General may. subject to the availability of apPl'Dpn~uons.
acne to pay. t.elecommumcauons carnen for all just. ucl. reasonable CORI directty
auociated Wlth the mociificationsperformecl by earners In coameeuon WlUl eqwp­
meet. reaNrn. aDd seMen installed or deployecl before the date 0(.e~nt of
WI chapter to ..tablilh the capabilities necessary toO comply W'lth secuOD 2602, .

"lbl EQU1PMEHT. F!A11JRES. AND SERvtCES DEPt.OYED ON OR An'EJl DATE OF Es­
."-CTMENT.-
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·r 1) Is ~t:-'C:JU.L..-[r corn~ilance W1th the assistance capability reqwr!~e
of sectIOn _602 :s not reasonaeiy aCNevabit wttn ~~t U) equll)ment. fun:..:
or semce! depioyed on or after the date of enactment of thIS chapur. ~~e At:
ney c.neral. on applicauon of a telecommunlcauons camero :nay ii"f to .
the teiecommunlc:atlons eamer for Just and reuonaoie costs directly aSiOC1.l
W'\th achltV\ng comptiance.

·(21 CosstD£RAnos.-in cietennuung whether c:om;liianee wtth the asslst.1
capability requl.tements of sectIon 2602 IS reasonaolv acnlevable wtth ~!~1
any equIpment. :·eatun. or semee InStalled or deployea after tne ciate o(en,
ment of th15 chapter. conslderatlon shall be itven to tne ume when the eql.
ment. feature. or !emce was msta.lled or eieplo,,·ed.

", c I .~OCATtO:" OF Ft.~os FOR ?W~{E~'i -The Attor.-:ey General :hall .1l1oc
funds appropnated to carry out :rus chapter 1n accorQance WlU\ law eniortem
pnontles determlned by the .~ttorney General.

"rei) f.o\lLt."U To ~lAJa: ?",~a:ST W[TH RESPECT TO EQt.1P!o{E:ST. FE:.-\T'tus.
SER"1CE.l:t DtJlLOYEO BEFORE DATE OF £SACnlE.''i.-

·C 1) CONSrDEKED TO BE rs COMJlLL\....CE.-lr a camer h~s requested' payr!'l
in accordance W'\th procedures promulgated punuant to subsection . ~', aM
Attorney General has not agT'H(i to pay the telecommurucauons camer for
reasonable cosu directly ulocsateel W'\th rnociificauons necessary to bnni
eqUlpment. feawre. or semce Into ae:tual compliance Wlth the asSistance c.
buity requlrementS of :secnon 2602. any eqwpment. feature. or semce of a t
commuruc:auons camer deployed before the date of enactment of thiS enal
ihaU be consldered to be in compliance W1Ul the uS15tanc:e capability r!'q1J
ments of sectIon 2602 unal the eqwpment. feaNre. or semee 15 repiaelKl or
rufic:antly upgraded. or otherwise undergoes major mocilficauon.

-(2) LL\UTAnON ON OROEL-An oreier under section 2607 ~haU not requl
teleeommurucauons camer to modify, for the purpose of comply\ng wtth the
~iltanee capability reqwrements of seenon 2602. any eqwpment. feature
HrYtce deployed. before the date of enaetment of this chapter unless the A­
ne)' General hal arreed to pay the telecommunicauons camer for all JU.it
reuonable casu directiy ulOClateci W'lth modificauons necessary to bnnll
eqwpment. feature. or semce Into actUal compliance wtth those ~qwrt!ml

"'e) P1locEDL"1\ES .....'1) RECt;t....nONS.-Notwithlu.nding any other law. the A
ney General shall. after notic. ana comment. establish any procedures ind reI
tions deemed necessary to effectUa\e timely ana costoefficient pa~"ment to
communu:ations earners for compensable costa inc:uzTed under thiS chapter. u
chapters 119 and 121. and under the foreign [ntelligence Surveillance Act of
(50 U.S.C. 1801 et seep.

"'0 DISPt.""'l"E RESoLtrnON.-If there is a dispute between the Attorney Gel
ana a telecommumcations carner reprciing the amount of just and rea50nable
to be p&la under suDlecuon lal. the dispute shall be resolved and the amount CI
nuned. in a proceeding lnitiac.ed at the Comm.i5S1on or by the court from wn1C
enforcement order IS sought unaer secuOI1 2607.·. . '

lb) TECHNICAL A.'lEN1)MLV'l'.-Tbe part analysil for part 1 of utle lB. t.:
Statel Code. is amended by U1Hl'Ung after the Item relaung to cha~ter 119 th
loWlnc new item:
"120. Telecommw:licat.ioDS c:anier aui.ltaace to tbe GoyemllleDC ........ 2

sa:. 2. AUrIIOlUZAnON or APPKOPlUAnONs.
The,. an authonzed. to be appropnat.ed to carry out section 2608 of title 18.

ee! Statal Ceci•• as aaded by section 1-
( 1) a total of 1500.000.000 for fiscal years 1995. 1996. and 1997; and
<21 such sums as are necessary for each fiscal year thereafter.

such sums to remam aval1abl. unul expended..
sa:. 2. unnnrz DATE.

I a) IN Gc,1:JlA1..-Escept as provided in parqraph (2). chapter 120 of til
t:nited St.a\eS Ceci•• as aaded. by jecaon 1. ihall tab effect on the date of enac
of this~ .

Ibl ASSISTANCE CAPAJltLlTY .~"D SYsTEMS SECL"'R.1TY ""''1) l~-rEOIUTY RE~
MDlTS.-8ecUons 2602 and 2604 of title 18. Uni_ Statal Cecil. as aaaed by !
1. shall We effect on the date that is 4 yean after the date ~f enactment
Act.

sa:. '" AUOIt'l'I.
(a) REPotrrS IY THE ATrOIL'f'E'Y GENElW--
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(1) IN OENERAJ..-{)n or before November 30. 1995. And on or before Novem­
ber 30 of each year for 5 yean theneat\er. the Attonley GeDeni shall S'UCtn.lt
~ Concreu an~ malte available to the public a repan on .the. amoUDts paid duro
In' the preced.ing fiscal_year In payment to telecommumcauoDS c.arners under
secuon 2608 of titie 18. United S~tes Code. as added by s«tion 1.

(2) CONTEN"rS.-A report under paragraph (1) shall include-
(A) a detaileclaccounting of the amounts paid to eacb carrier and the

tachnology. equipment. feature or 5emce for which the amounts were paid;
and

(B) projections of the amounts expected to be paid in the C'U%T'ent fiscal
year. the eamers to which payment is eXPeCted to be made. and the tech­
nologies. eqwpment. features or Ml"Y\Ces lor which payment 15 expected to
be made.

(b> REPORTS BY na: COMP'T'ROLl.ER GENERAL.-
(1) PAYMENTS FOR MODlnCAnONS.--on or before April 1. 1996. and April 1

1998. the Comptroller General of the United States. after coasWta.Uon Wlth th~
Attorney General and the telecommwUcatioDS indu.scry, shall submit to the
Co~s a report reflecting its analysis of the reuonableaesa and cost-effective­
nesl of the payments made by the Attorney General to telecommunications car·
riers for modifications necessary to ensure compliance with chapter 120 of title
18. United States Code, u added by secaOD 1.

(2) COMPLlANCE COST r.sTtMATES.-A report under parqrapb (1) shall include
the finclinp and colldusioDS of the CQmptroUer Gelleral 011 the COltS to be m­
curred after the compliance date. incluc:im( projections of the amounts expected
to..be incurred and the tee:.hnolOf,ies. equipment. f..cures or semen for which
expenHS are upecteci to be inc:urreci by telecommunicac:iollS ca.rriers to comply
with the assistance capability requirements in the first 5 ye&rl after the effec:­
tive date of section 2602.

SIC. So CQJU)LI:IS n:LZPIIONl&

(a) DEFlNmONs......sectio1l 2510 or title 18. UDitaG States Code. is amended-
( 1) in parqneh (1) by str'i.i.iDa ", but. such term dee. DOt i.aclude" and all that

follows through baM Wlit"; aDd
(2) in pa.rqraph (12) brs~'subparagraph (A) aDd redesignating sub-
p~phl (B), <C), and (0) as lpha (A). (B). and (el, respectively.

(b) ~A1.TY.--5ect:ion 2511 of title 18. DitaG Sta_ Code. iJI amellded-
(1) ill SUbMctioll (4)(b)(i) by inMnina "a~ telephone commumcation

that is transmitted between the cordleu telephoDe hendset and the bue UI1lt."
after "cellular telepholle commumcaaon,"; and

(2) in SUbMcUOIl 14)(b)(ii> by inserting ". cordless telephone communicatioll
that is transmitted between the cordless telepholle handset and the base unit."
after "cellular telephone communication....

SEC. L IUDlo-BABD DATA CoaDR1N1CAnONIL
SectiOIl 251()( 16) o( title 18. Unitecl States Cod•• is amended­

(1) by strikinc "o~ at the end of subparqraph (0);
(2) by inMrting "or" at the end of sub:parapp.h (El; and
(3) by inseninr after subparagraph (E) the foUowil1lllew lubparagraph:

"( F) all eiflCtZ'Qnic communicauon;"
RC. 1. PDlALTIZI FOR MONn'ORlNG RADIO COMMVNICAnON1l1'BA1' AU 1"RANSMJT'I'ED

UIU'IG MODULAnON ftCBNlQtJD wrrB NON'PUBUC PARAIlJ:TI:RS.
Section 2S11(4)(b) of title 18. Unitec:i States Code. is amended by striking "or

ellcryptael. then" aDd inIertinc ... encrypted. or transmitted using modulation tech­
ruques the esMntW parameters of which have been withheld from the public WIth
the intenaoll of pze_niDl the privacy of such communication".
Be. L ftCllNlCAI. COIIaCTION.

Section 2511C2Xa)(i) of title 18, United States Code. is amended by strikiDl "used
in the translDissiOIl of a wire communication" uu:i insel"ting "used in the trans­
miuioll of a wire or electroDic communicauon".
sa:. ........W\1l..ENT AL'l'DAnON or COIOIUU:IAL MOBILE RADIO tl"ftln'W1JMKfft'!L

la) On"ENSE.-8ectioll 1029(a) of title 18. United States Coele. is amellded­
(1) by strikin,"or'" at the end of pa.rqraph (3); &Dei
(2) by inserting after paragraph (4) the foUowina' new parqrap!J.s: .
"(5) knoWlngiy and with intent to defraud uses. produces. traffics In. has con­

ti'ol or custody of. or pouesses a telecommUDicatioDol lastrWDent ~t hu been
modified or altered to obtain unauthonzed use of telecommumcatlons MrY\ees;
or
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-(6) knoWIngly and with inteDt to defraud u.s. produces. U'Sfiics In. has con.
tro! or custociy of. or poueSSft-

"t A) I scannmg receIVer: or
.or B) hardware or software UHd (or altering or mociifyinc telecommun!'

eauons InstrUments to obwn unauthcn:ed accesl to telecommuzucauoru
Hmus.··.

Ibl PtNAL.T'Y.-5ecoon 1029(e-2) of title 18. l"rtited States Code. LS amended b..
stnking "( II( 1\ or 'aM41" and Inserttng -'al Ill. (41.15,. or 16,", .

'C' DEFtStTlONs.......secuon 10291., of mie 18. Coned States Coele. IS amended­
, l' In paragraph (1) by Inse~lng "elecU"Ozuc senal numoer. mobile lcienmica.

tolon number. persona! identIficatIon number. or other tele<:ommurucattons :el"V'
Ice. eqw.pment. or tnstrument Identlfier.· af\.er -account numoer:~

·21 by stnklng -and" at the end of para~ph (5);
1 31 by stnk1na the pened at the end of paragraph 16) and insertIng' Jod-.

and
," I by adding at the end the foUoW'lng new paragraph:
-( j) the tenn 'scanzuna recelver means a de'l1ce or apparatus that can be used

to intereept a W'lre or electroruc: commuruc:atton In V\olauon of chapter 119,'
SEC. 10. T'R.A.-"SAC'nONAL DATA.

'II DlSCLOSl,,1U: OF RECORDS.-5ecuon 2j03 of utle 18. Cnlted States Cocie. IS
amended-

I 1) In subsection I c II 1"""-
'AI In subpanl!"&ph , 8 \0-

q, by strUun« daUM IiI; and
liil by re<ieslgnatlng clauses Iii). lill). and livi as clauses Ill. 'UI. a.nc

I iii I. res-pectlveiy: and
I 8\ by adding at the end the foUowi"l new subparagraph:

"Ie) A provider of electroruc c:oaunwucation se"u:. or remote cOlnpuunc servH:~1
shall disclose to a governmental enuty the name. adci.ress. telepnone toU bl1hn1
records. and leng'th of serYlCtt of a subscriber to or customer oC such HI'Y\Ce anci thl
types of sel'Y'lces the 5ubscnber or customer uullzed. when the govemmenta! enttt:1,,1'" an adminisU'auve subpoena authorized by a Federal or State staNte or a F~
era1 or Stace grand Jury or tnal subpoena or any means available under 5ubpara
graph I Bl."; and

(2) by amendin, the first sentence oC subMcuon Id) to read as foUows: -,
c:oun order for disclosure uncier subleC'lion I bIoI" CI may be lSSUed by any COUI
that IS a court of compewnt Junsdietion described in sec:t1on 312$ 2 ~ AI an
shall iS5\le only \f the governmental enuty offen speafic and artlculable faCl
shoWlng that there are reasonable srounds to believe that the contents of a W\f
or electromc communicauon. or the records or other informauon sought. are M!

evant and maten&! to an on,oln~CnDUW invlSn'anon....
,bl PEN RECISTERS AND TRAP AND TRACE OtvlCU-secaoo 3121 of title 18. Cru.

ed States Code. is amended-
11) by redesigu.tin,luDMction Ie) U lubHction lei>: and
12> by inMruZ1l after lubMcQon Ib) the (oUowin, new subsecuon:

"Ie) llMrrAnON.-A 'OYeI"lUDeftt ...ncy authoriZed to 1nstall and use a pen re
itter uDAer this chapter or uncier State law. shall use teehJ1olOV reasonabiy Iva;
able to it that restnets the recording or ciecociinl of eleeuonic or other unpulsn
the dillin, uci lilJ11&llnl informanon utilized in call' proceSSIng.".

SL~MARY AND PURPOSE

The purpose of H.R. 4922 is to preserve the government's abilit
pursuant to court order or other lawful authorization, to i~t~ree'
communications involving advanced technologies such as dlgttal
wireless transmission modes, or features and services such as ~=
forwarding, speed dialing and conference calling, while, p~tectll
the privacy o( communications and without impeding the mtroci\:
tion of new technologies. features, and services.

To insure that law enforcement can continue to conduct authc
ized wiretaps in the future. the bill requires. telecommuni~atio
carriers to ensure their systems have the ca~bili:ty to: (1) 1~h1
expeditiously the content of tarleted communlcatl0~1 transnutt
by the carrier within the carrier's service area; (2) Isolate expe,
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tiously information identifying the origin and destination of tar.
geted communications; (3) provide inte~pteci communications and
call identifying information to law enforcement so they can be
transmitted over lines or facilities leased by law enforcement to a
location away from the camer's premises; and (4) carry out inter-

. cepts unobtrusively, so targets are not made aware of the intercep­
tion. and in a manner that does not compromise the privacy and
security of other communications. The bill allows Industry to de­
velop standards to implement these requirements. It establishes a
process for the Attorney General to identify capacity requlrements.

In recognition of the fact that some ezisting equipment. services
or features will have to be retrofitted. the leglslation provides thal
the Federal government will pay carriers for just and reasonablE
costs incurred in modifying emting equipment. services or feature!
to comply with the capability requirements. The legislation alS(
provides that the government will pay for expansions in capaclt~
to accommodate law enforcement needs.

The legislation also erpands privacy and security protection fo'
telephone and computer communications. The protections of tht
Electronic Communications Privacy Ad; of 1986 are extende<i tl
cordless phones and certain data communications transmitted b:
radio. In addition. the bill increases the protection for transactiona
data on electronic communications services by requiring law eI1
forcement to obtain a court order for access to electronic mail ac
dressing information.

The bill further protects privacy by requiring the systems of telE
communications carriers to protect communications not authorize
to be intercepted and by restricting the ability of law eniorcemer.
to use pen register devices Cor tracking purposes or for obtainin
transactional information. Finally, the bill improves the privacy (
mobile phones by eX])anding criminal penalties for using certain dt
vices to steal mobile phone service.

HEAluNGS

In the l03d Congress. the Subcommittee on CiVil and Constit1
tiona! Rights held two joint hearings with the Senate Judicial
Subcommittee on TechDology and the Law on the impact of a
vanced telecommunications semces and technologies on electrorl
surveillance, March 18 and Auguat 11. 1994. ,

At the fint hearing, held before lqialation wu introduced. t:
witnesses were Louis J. Freeh. Director oC the Federal Bureau
Investigation; William C. O'Malley, district atto~ey for ?l~ou
County, Maasachusetts. and President of the NatlC?nal Dlstnet J
tomeys Auociation; Roy Nee!. President of the Umteci States Te
phone Association. which relJresenta local teleph~ne compan:
ranJing in size from the Regional Bell Operatmg Comp~;
("RBOCs") to small companies with rewer than 100 s~lCnbe
and Jerry Berman. Ezecutive Director of the E~~nlc. Front:
Foundation ("EFF-', on behalf of EFF aDd the DiI1ta1 Pn-v:acy. a
Security Working GroUlJ, a coalition of comp~ter. commUl11catl01

and public interest orpnjzations and ~tiona.. I

The second hearing wu held after the mtl'OCiuetion of H.R. 49,
Alain, Director Freeh. Mr. Neel., and Mr: Berman ap~ared a
presented testimony. Also appeanng sa WItnesses were Huel 1
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. wards, Director. I~ormation Re30urceS ~lanagementJGen al Go
ernment. AccqUD:ung and Infonnation Man~gement D\V\:\~n. u.s.
General Accounung Office: and Thomas E. Wheeler. President and
CEO of the Cellular Tele<:ommunications Industry Association..

. which represents providers of two-way wireless telecommunications
services. including licensed cellular. personal communications serv­
ices. and enhanced specialized mobile radio.

Written submissions for the record were received from AT&T
Corporation. MCl Communications Corporation. the Telecommuni­
cations Industry Association. which represents U.S. manufaeturea
of telecommunications equipment. the National Sheriffs' Associa­
tion. the National Association of Attorneys General. and the Major
Cities Chiefs. an organization of police executives representing the
49 largest metropolitan areas in the U.S. and Canada.

SUBCOMMITttE ACTION

On August 17, 1994., the Subcommittee on Civil and Constitu­
tional Rights, by voice vote. a. re~rting quor:um being present, or·
dered favorably reported the bill H.R. 4922 WIthout amendment.

COMMrrrEE ACTION

On September 29, 1994, the Committee. by voice vote. a report·
ing quorum bein_i present~ adopted an amendment in the nature a
a substitute to H.R. 4922 and ordered the bill favorably reportel
as amended.

BACKGROUND AND DISCUSSION

For the past quarter century, the law of this nation rega.rdiD.l
electronic surveillance has sought to balance the interests of.pri
vacy and law enforcement. In 1968. the enactment of Title III .:
the Omnibus Crime Control and Safe Streets Act of 1968 simult.;
neously outlawed the use of electronic surveillance by private pal
ties and authorized ita use pursuant to a court order by law e!
forcement officials engaged in the investigation of specified types ,
major crimes. The Senate Report on Title III stated explicitly tb;
the legislation· tAbu as ita dual purpose (1) protecting the prine
of wire and oral communications and (2) delineating on a unUOI'l
basis the circumstances and conditions under which the lnterce
tioD of wire and oral communications may be authorized." Sea.a:
Committee on the Judiciary, Omnibus Crime Control and Sa
Streets Act of 1967, S. Rep. No. 1097, 90th Cong., 2d Sess. (196
at 66.

Congress was prompted to aet in 1968 in part by advanceDlell
in technology, which posed a threat to privacy. According to tl
1968 Report, tA[tlhe tremendous scientific and technological dne~
menta that have taken place in the last century,have m~de possil:
today the widespread use and abuse of electro~c surveillance u:-:
niques. As a result of these developments. I?nvacy of com~1lIm
tion is seriously jeopardized by these techniques of survelllaDr:
Id. at 67.

After 1968 telecommunications technology continued to c_
and again C~ngress was required to respond legislatively to "
serve the balance between privacy and law enforcement. In I
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Electronic Communications Privacy Act of 1986 (..tePA") c
extended the-privacy proteCtions and the law enforcement \~~gress
authority of Title III to a new set of technologies and serY'\c:e:r:e~
as eleetronic mail. cellular telephones and paging devices. A.i~ln
the goal of the legislation was to preserve "'a fair balance betwe1!n
the privacy expectations of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Corn-

.munlcations Privacy Act of 1986. H. Rep, 99-647, 99th Cong, 2d
Sess. 2 I 1986) at 19,

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings of the bill. that court·authonzed elec.
tronic surveillance is a critical law enforcement and public safety
tooL

COSGRESS ~t"ST RESPOND TO LHE "'DIGITAL TELEPHONY' REVOLt.,.tOS

Telecommunications. of course. did not stand still after 1986.. In­
deed. the pace of change in technology and in the stnlcture of the
telecommunications industry aCCt!lerated and continues to acceler­
ate. The resulting challenges for law enforcement and privacy pro­
tection have sometimes been encapsulated under the rubric "digital
telephony," but the issues go far beyond the distribution between
analog and digital transmission modes. Some of the problems en­
countered by law enforcement relate to the explosive growth of cei­
lular and other wireless services. which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding, have long existed in the analog environment. Other
considerations. such as the increasing amount of transactional data
generated by the millions of users of on-line services. highlight the
ever increasing opportunities for lou of privacy.

In 1990. Senator Patrick Leahy. chairman of the Senate Judici­
ary Subcommittee on Technology and the Law, assembled a Pri­
vacy and Technology Task Force with experts from business.
consumer advocacy, the law. and civil liberties. to examine cun-ent
deveiopments in communications technology and the extent to
which the law in general. and ECPA. specifically, protected. or
failed adequately to protect. personal and corporate privacy.

After examining a wide anay of communication media. including
cellular phones. personal communications networks. the newer gen­
eration of corell... phones. wireless modems. wireless local area
networks <LANs), and electronic mail and messaging. the task force
issued a final report on Ma~ 28. 1991 recommending, inter alia.
that the legal protections of ECPA be extended to cover new wire­
less data communications. such as those occurring over cellular
laptop computers and wireless local area networks (LANa >. and
cordless phones. In addition. the Task Force found that ECPA was
serving well its purpose of protecting the privacy of the. con"ents of
electronic mail. but questioned whether current restrictIons on gov­
emment access to transactional records generated in the course of
electronic communications were adequate. .

Consistent with the task force's conclusions and in view of the In­
creasing impedimenta to authorized law enforceme~t electronic su.r­
veillance. the Committee has concluded that continued change m
the telecommunications industry deserves legislative att~ntion to
preserve the balance sought in 1968 and 1986. However. lt became
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~lear to the CO,m,mittee early in its, s~udy of the "digItal telephony
lssue that a thlra concern now exphCltly had to be added to ttle cal
ance. namely, the goal of ensuring that the telecommunlcatlons .:1

dustry was not hindered io the rCl.pid development and deplovmen
of the new services and technologies that contInue to benefit an(
revolutionize society.

Therefore. the bill seeks to b~ance thr~ k~y policies: i l} to pre
serve a narrowly focused capablhty for law enIorcement agencies t,
carry out properly authonzed intercepts; (2) to prote<:t pnvac:y 1]

the face of increasmgiy powerful and personally revealing te<:n
nolog'ies: and (31 to avold impeding the development of new c:ommu
nicatlons services and te<:h.nologies.

THE ?ROBt.E~: LEGISLATION S'EE:DED TO CtAlUFY CARRIERS' Ot"TY TC
COOPERATE

When originally enacted.· Title III contained no provision specif
cally addressing what responsibility, if any, telecommunicatlon
carriers and others had to assist law enforcement in making at
thorized interceptions. Shortly after the statute became etTKtivl
the FBI asked a local telephone company to assist in etTectuatin
an authorized wiretap by providing leased lines and conneetirl
bridges. The telephone company refused and in 1970 the U.~
Court of Appeals for the Ninth Circuit held that. absent carriel
to assist lawful wiretaps. Application of tM United Stcus. 427 F.~
639 (9th Cir; 1970). Two months after the Ninth Circuit deeisic
and with little debate. Congress added to 18 U.S.C. 2518<4\ a pro~
sion that now reads:

An. order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant, direct that a provider of wire or
electronic communication service. landlord. custodian or
other person shall furnish the applicant forthwith all infor­
mation. facilities. and technical assistance necessary to ac­
complish the interception unobtrusively and with a mini­
mum of interference with the services that such serrice
provider. landlord custodian. or person is according the
person whose communications are to be intereeptecl Any
provider of wire or electronic communication service. land­
lord~ custodian or other penon furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

WhUe the Supreme Court hal read this provision as requiri
the Federal courts to compel. upon request of the government. "2
assistance necessary to accomplish an electronic interceptiCl
United States v. New Yor' T,lephoM. 434 U.~. 1~9. 177 (l~77)'
question of whether companies have any obligatloD to ~esllD t~
systems such that they do Dot impede law enforcement mtereept
has never been adjudicated. . .

Indeed. until recently, the question o~ sys~m ~~11D wu ne
an iSlue for authorized surveillance. since lDtnnslC element!
wire lined networks presented access points where la~ entol
ment. with minimum assistance from telephone companies. cc
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isolate the communicationa a.ssociated with a particular surveil­
lance target and effectuate an intercept. Where problems did arise
they could be addressed on a case-by-ease basis in negotiations be-:
tween the local monopoly senice provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The break-up of the Bell system and the rapid proliferation of
new telecommunications teelmologies and services have vastly com­
plicated law enforcement's task in that regard. The goal of the leg­
islation. however. is not to reverse those industry trends. Indeed.
it is national policy to promote competition in the telecommuni­
cations industry and to support the development and widespread
availability of advanced technologies, features and semces. The
purpose of the legislation is to further define the industry duty to
cooperate and to establish procedures based on public accountabil­
ity and industry standarcia-eetting.

The Committee hu concluded that there is' sufficient evidence
justifying legislative action that' new and emerging telecommuni­
c:atiDns techiLoiogies poee problema for law enforcement. The evi­
dence comes from three sources: the General Accounting Office, the
FBI. and the telecommunicationa industry itselC.

GAO findings
In 1992, analysta from the GAO'a Information Management and

Technology Division inteniewed tAcbnical representatives from
local telephone companies. switch muufacturera, and cellular pro­
viden, as well as the FBL The GAO found that the FBI had not
adequately defmed ita electronic 8\U"Yeillance requirements, but the
GAO concluded that law eDforcement &pnei.. did have technical
problems tapping a variety of services or technologies, including
Call forwarding, fiber, and ISDN. The GAO also concluded that cel­
lular systems could be tap'Oed but that capacity wu limited.

The GAO recently conducted further work. and testified at the
hearing on August 11. 19M. The GAO reconfirmed its earlier con­
clusion that there are legitimate impedimenta posed by new and
emerging technologies. The GAO aleo concluded that the FBI had
made progresa in defming law emorcement's needs in terms of ca·
pability and capacity.

FBI surwy
FBI Director Freeh testified at the March 18,'1994, hearing that

the FBI had identified soecific instances in which law enforcement
agencies were precluded. due to technological impediments from
fully implementing authorized electronic surveillance (wiretaps,
pen registers and trap aDd traces). 'n1e Director testified in March
that an informal FBI survey of federal. state, and local law e~o~
ment agencies had identified. 91 such incidents, 33% of which ~n·
volved cellUlar systems (11~ were related to the limited capaaty
of cellular systems to accommodate a la.rp number of intercepts si­
multaneously) and 32% of which involved custom ca )1ing features
such as call forwarding, call waiting and speed. dialing. .

Because the existence of a problem continued to be questIoned by
some, the FBI re-contacted law enforcement agencies after the
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~arch hearing and identlfied further examples. In Apnl. 1994. :::e
FBI .presented .to the House ~d Senate Judiciary Subcomrn~ttee5
detaIls of 183 instances ~ Iocludlllg the original 91) where the FB 1.
State or local agencIes nad encountered problems. This eVIdence
was presented to the S~b~omm~ttee!.on the understanding that :::e
detaIls would not be puohcly dissemmated. However, the follOWing
chart summarizes the FBI's findings:
Technoiogy·baud probie1"fU encountered by Federal. Stare. and local la"-' eniof"cerrrtnt

OIfM1.eS

Tota! problems " '"

f;~b~lit~ ~~ac~~ai~~rdiiiu·~~~u~·~~~;;~.·;'·~h"~~d~~·:::::::::::::::::::::::::
Cellular provtXer coulci not Intercept lon,.Q1Stance calls lor provtcie call 5erut:l

Information I to or from a tarreted phone ..
Speed dialini'vOlce ciialini'call wanIng , ..
Call forwal'Cting .Direct Inward dial tMln.k group t proV1der unable to Isolate target'scommu·

nlcaUOnJ or proYlde call set-up Informacon to the exciusl0n of all other
customers I : .

Voice maLl I proV1cier unable to pr'OV\ci. access to the subJect's audio when ior·

Di;~e~e~t;:~c~~~::r~~ebi: u;:s~~~~ ·~··~·~~·;~~~~ti~~··~~~~~~~~
W1th the target to the exclUSIon of all othenl ..

Other 11ncluding other calling featuret SUCft as Call Baclt: and pt'OY\der un­
able to: provtde trap and trace lnfon:n&uon: Isolate the dll1W trans­
auSSIOns asaoaated wtth a t.aJ'get to the exclusion of all other communlca·
tions: comprehensIvely intercept communications and preMoe call set·up
informauonl .

~

20
10

11

r

In.d.ustry acknowledges the problem
Representatives of the telecommunications industry now ac·

knowledge that there will be increasingly serious problems for law
enforcement interception posed by ne~ technologies and the new
competitive telecommunications market. At the hearing on AUguSl
11. Roy Neel. president of the United States Telephone Assoclatiol'l
and the chief spokesperson for the telephone industry on this issue
was uked by Senator Leahy if the time was fast approaching wher
a ~at deal of the ability of law enforcement to carry out Wlretapl
will be lost. Mr. Neel answered. MIn a number of cases with ne\1
enhanced services. that is probably true."

The industry maintains that its companies have a long traditiol
of working with law enforcement under current law to resolve tech
meal issues. However. with the proliferation of services and semci
provident such a company-by-eompany approach is becoming irl
creasingly untenable.

In response. the phone companies and the FBI have created a
Electronic Communications Service Provider Committee. throug
which representatives of all the RBOCs have been meeting wit
law enforcement on a regular basis to develop solutions to a ranI!
of problems. The committee has created "Action Teams" on p~
sonal communications services. wireless cellular. the "'advanced II
telligence network." and switch-bued solutions. among others. n
chairman of the committee. a vice president of one of the RBOe
stated in a letter dated March 1 and submitted by the FBI Directl
during his testimony in March: IIIf meaninlful solution~ a:re to r
suit, all participants must rll'St uncienuncf that there 1S 1n fact
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problem. not that one partic~pant. or o~e grou~ of Particl~ants
says so. :-.r?W that the Commlttee recogDJ%e5 the problems, it can
proceed to ldentify and develop appropriate solutions."

However. participation in the Service Provider Committee is voi.
ur.tary and its recommendation.l are unenforceable. M a result, the
Judiciary Committee haa concluded that legislation is necessary.

LAW ENFORCEMENT REQtJIRE.'w!EN"I'S

The legislation requires telecommunications common carriers to
ensure that new technologies and services do not hinder lawen­
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the government's ability, pursuant to court order. to
intercept communications that utilize advanc:ed technologies such
as digital or wireless tra.n.amisaion.

To insure that law enforcement can continue to conduct wiretaps.
the bill requires telecommunications c:arrien to ensure their sys­
tems have the capability to:

( 1) Isolate expeclitioualy the content of targeted communica­
tions transmitted within the carrier's service area:

(2) Isolate ezpeditioualy information identifying the originat­
ing and destination numbers of targeted communications. but
not the physic:allocation of tarptl;

(3) Provide intercepted communications and call identifying
information to law enforcement in a format such that they may
be transmitted over linea or facilities leuecl by law enforce­
ment to a location away from the carriers premises; and

(4) Carry out intercepta UDobtrusively, so targets of elec­
tronic surveillance are not made aware of the interception. and
in a manner that does not compromise the privacy and secunty
of other communicationa.

Cost
The GAO testified at the AUl'Ult 11. 199-' hearing that the costs

of compliance with the forepinc will depend largely on tbe details
of standards and technical slJKi,fications. which. under the bill. w\ll
be developed over the nut tour yean by industry asaoc:iations and
standard-setting organizatioDa.

The bill requires the Federal pernment.. with appropriated
funds, to pay all reasonable coetI incurred by industry over the
nut four yean to retrofit aisting facilities to bring them into com­
pliance with the inten:eption requirement&. The bill authorizes ~t
least $500 million for thia purpoee. In the event that the $500 mil­
lion is not enough or is not appropriated.. the legislation provides
that any equipment. featurea or .mea deployed on the date of
enactment. which goverDDlent does not pay to retrofit, shall be ~n­
sidered to be in compliu.ce until the equipment.. feature, or se~c:e
is replaced or significantly upgraded. or otherwise undergoes major
modification.

After the four year truaaitioD period. which may be ~J:tendecl an
additional two years by order of the FCC, industry will bear t~e
coat of ensuring that new equipment aDd aenices m.eet t~e legiS­
lated requirementa, as defined by staDclarda aDd.specificatlons pro­
mulgated by the industrJ it8e1f_
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However. to the extent that industry must install additional ca.
pacity to meet law enforcement needs. the bill requires the govern­
.ment .to pay all. capacity costs from date of enaetm.e~t, including all
capacIty costs Incurred after the four year transItIon period. The
Federal government, in its role of providing technical support to
state and local law enforcement, will pay costs incurred in meeting
the initial capacity nei!ds and the future maximum capacity needs
for electronic surveillance at all levels of government.

THE LEGISLATION ADDRESSES PRIVACY CONCER."lS

Since 1968, the law of this nation has authorized law enforce­
ment agencies to conduct wiretaps pursuant to court order. That
authority extends to voice. data. fax. E-mail and any other fonn of
electronic communication. The bill will not expand that authority.
However, as the potential intnlsivenesa of technology increases. "it
is necessary to ensure t.hat government surveillance authority is
clearly defined and appropriately limited.

In the eight years since the enactment of ECPA. society's pat·
terns of using electronic communications technology have changed
dramatically. Millions of people now have electronic mail address­
es. Business. nonprofit organizations and political groups conduct
their work over the Internet. Individuals maintain a wide range of
relationships on-line. Transactional records documenting these ac­
tivities and associations are generated by service providers. For
those who increasingly use these services, this transactional data
reveals a great deal about their private lives, all of it compiled ill
one place. .

In addition, while the portion of cordlesa telephone communica·
tions occurring between the handset .and base unit was exclude~
from ECPA's privacy protections. the 1991 Privacy and Technolog'J
Task Force found that "'[t]be cordless phone, far from being a nov·
elty item used only at 'poolside: baa become ubiquitous . . . Mon
and more communications are being carried out by people (usinl
cordless phones] in private. in their homes and offices. with an ex
pectation that such calls are just like any other phone call."

Therefore, H.R. 4922 includes provisions, which FBI Diretto
Freeh supponed in his testimony, that add protections to the exer
cise of the government's current surveillance authority. Specificall}
the bill:

1. Eliminates the use of subpoenas to obtain E-mai;! address
es and other similar transactional data from electroniC commt;
nications service providers. Currently, the government can ot
tain transactional logs containing a pe~ol;1's en~ire on-line Pr:'
tile merely upon presentation of an adDUn~st~~lve.subpoen~ II
sued by an investigator without any JudiCial Interventlol
Under H.R. 4922, a court order would be ~uired. .

2. Expressly provides that the authonty for pe~ reglS~l
and trap and trace devices cannot be used ~ obtain trackit
or location infonnation. other than that which can be dete
mined from the phone number. Currently, i~ some cellular sy
tems. transactional data that· could be obtalned by a pen re
ister may include location information. Furt~er. the bill r
quires law enforcement to use reasonably availab~e technolol
to minimize infonnation obtained through pen reglsters.
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3. Explicitly states that it does not limit the lights of sub.
scribers to use encr'Y"Ption.
. ~. Allows any person~ including public ~nterest ~ups. to pe_

tltlon .t~e FCC. for reVlew of stan,duds lmplementlng wtretap
capablhty requlrements. and proVldes that one factor for jUdge
ing those standards is whether they protect the privacy of com­
munications not authorized to be intercepted.

5. Does not require mobile service providers to reconfigure
their networks to deliver the content of communications occur·
rtng outside a carrier's service area_

6. Extends pnvacy protections of the Electronic Communica­
tions Privacy Act to cordless phones and certain data commu·
nications transmitted by radio.

7, Requires affirmative intervention of common camers' per·
sonnel for switch-based inurceptions--tbis means law enforce­
ment will not be able to activate inteE:'Ceptions remotely or
independently within the switching premises of a telecommuni­
cations carner,

San'ow scope
It is also important from a privacy standpoint to recognize that

the scope of the leglslation hu been greatly narrowed. The only en­
tities required to comply with the functional requirements are tele­
communications common carriers. the components of the public
switched network where law enforcement agencies have always
sen-ed most of their surveillance orders. Further. such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to originate. ter·
minate or direct communications.

The bill is clear that telecommunications services that support
the transport or switching of communications for private networks
or for the sale purpose of interconnecting telecommunications car­
riers (these would include long distance carriage) need not meet
any any wiretap standards. PBXs are excluded. So are automated
teller machine (ATM) networks and other closed. networks. Also ex­
cluded from coverage are all information semces. such as Internet
service providers or services such as Prodigy and America-On-Line.

All of these private network systems or information services can
be wiretapped pursuant to court order. and their owners must co­
operate when presented with a wiretap order, but these services
and systems do not have to be designed so as to comply with the
capability requirements. Only telecommunications carriers•.as ~e­
fined in the. bill, are required to design. and bui1~~ ,their SWl~g
and transmIssion systems to comply With the legislated ~ulre­
ments. Earlier digital telephony ~ropoaala covered all prcMd~rs of
electronic communications servic:u, which meant every buamess
and institution in the country. That braaci approach wu not prac­
tical. Nor was it justified to meet 3J1y law enfon:ement need.

H.R. 4922 RESPONDS TO INDUSTRY CONCERNS

H.R. 4922 includes several provisioD.S intended to ,ease the bur­
den on industry. The bill grants. teleph'!ne .c:omp~es and other
covered entities a four year tranaitiOD pen~.LD ~hieb. to make any
necessary changes in their facilities. 1.D. addition, It allows any com-
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p~y to seek from t~e FCC up to a two year extenslon of :he com.
phance date If retrotlttxng a partIcular system wlll taKe longer tr.an
the four years allowed for compliance.

The Federal government will pay will reasonable costs mcurreri
by industry in retrotitting facHities to corre<:t eXlsting probiems.

The bill requires the Attorney General to estimate the capac:t..­
needs of law enforcement for electronic surveillance. .so that car­
riers will have notice of what the government is likely to request.
The bill reqUIres go':emment U) reimburse earners for rea.:sona::l1e
costs of e~<i:landir:g capaclty to meet law enforcement ne-eds.

So lmpedlmenr to technological innot:ation

The Committee's intent is that compliance with the requlrerr.er.t.3
in the bill will not impede the d~velopment and deployment of I:ew

\

technologies, The bill eX'Pressly provides that law enforcement :T.3\"

not dictate system design features and may not bar lntroductlon ot"
new features and technologies. The bill establishes a reasonable­
ness .standard for compliance of camers and manufacturers. COL:.rt3

may order compliance and may bar the introduction of technology.
but only if law enforcement has no other means reasonably a\·3.11-
able to conduct interception and if compliance with the standarci3
is reasonably achievable through application of available tech­
nology. This means that if a servke of technology cannot reason­
ably be brought into compliance wlth the interception requ~re­

ments. then the service or technology can be deployed. This is :~
exact opposite of the onginal versions of the legislation......hich
would have barred introduction of services or features that could
not be tapped. One factor to be considered when c.eter.":".:::::l~

whether compliance is reasonable is the cost U) the carner or com­
pHance compared to the carrier's overall cost of developing or :lC­

quiring and deploying the feature or service in question.
The legislation provides that the telecommunications industry It­

self shall decide how to implement law enforcement's requirements.
The bill allows industry associations and standard·settlng bodies.
in consultation wlth law enforcement. to establish publicly avail­
able specifications creating "safe hai'bors" for carriers. This means
that those whose competitive future depends on innovation will
have a key role in interpreting the legislated requirements and.
finding ways to meet them without impeding the d~ploymen~ 01
new services. If industry associations or standard.settl.n.g organiza­
tions fail to issue standards to implement the capabthty reqUlJ'1!­
ments.or if a government agency or any person. includin~ a car­
rier. believes that such requirements or standards ~re defiCient. the
agency or person may petition the FCC to estabhsh technical re­
quirements or standards.

Accountability
Finally the bill has a number of mechan~sms t~t will allow for

Congressional and public oversight. The bll1 .reqwres ~he govern·
ment to estimate its capacity needs and pubhsh t~em In the Fed·
eral Register. the bill requires the government. ~t.h funds appro­
priated by Congress through the no~a1 approJJnatlons p.rocess•. ~c
pay all reasonable costs incurred by 1ndl:lstry In retrofittlng facili:
ties to correct existing problems. It reqwres_ the Attorney Genera.
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ta file yearll reports on these expenditures for the first six years
after date 0 enactment. and requires reportS from the ~neral Ac·
counting Offi~e in 1996 and 1998 estimating .future costs ?f compli­
ance. It requires that the government to reunburse earners, with
publicly appropriated funds. in perpetuity for the costs of ex-pand­
ing capacity to meet law enforcement needs. Furthermore, all pro­
ceedings before the FCC will be subject to public scrutiny t as well
as congressional oversight ad judicial review.

RELATIONSHIP WITH EXISTING ASSISTANCE REQUIREMEN1"S

The assistance capability and capacity requirements of the bill
are in addition to the existing necessary assistance requirements in
sections 2518(4) and 3124 of title 18, and 1805<b) of title 50. The
Committee intends that 2518(4), 3124. and 1805(b> will continue to
be applied. as they have in the past. to government assistance re­
quests related to specific orden, including, for example, the ex­
penses of leased lines.

SECTION-BY-SECTION ANALYSIS
. ...

SECTION l.-{N1'ERCEPTION OF DIGITAL AND OTHER COMMUNICATIONS

This section adds a new chapter 120 to title 18. United States
code, to define more precisely the assistance that telecommuni­
cations carriers are required. to provide in connection with court or­
ders for wire and electronic interceptions. pen registers and trap
and trace devices. This new chapter contains eight sections num­
bered 2601 through 2608.

Section 2601 provides definitions for "call-identifying informa­
tion." "infonnation services," "government," ~ecommunication

support services," "'telecommunications carrier."
A Mtelecommunicationa carrier" is defined sa any person or entity

engaged in the transmission or switching of wire or electronic com­
munications as a common carrier for hire. as defmed by section
3eh> of the Communications AI:t of 1934. and includes a commercial
mobile service. as defmed in section 332Cdl of the Communications
Act. as amended. This defInition encompuses such service provid­
ers ·as local exchange carriers. interacbange carriers, competitive
access providers (CAPsl. cellular camers, providers of personal
communications services (PCS), satellite-based service providers.
cable operators and electric or other utilities that provide tele­
communications services for hire to the public, and any other com­
mon carrier that offers wireline or wireless service for hire to the
public. The definition of telecommunications carrier does not in­
clude persons or entities to the extent they are engaged in provid­
ing infonnation services. such as electronic mail provident on-line
services l!roviders, such as Compuserve, ProdiIY, America-On-line
or Mead Data. or Internet service providers. CalI forwarding, speed
dialing, and the call redirection portion of a voice mail service are
covered by the bill.

In addition. for purposes of this bill, the FCC is authorize~ to
deem other persons and entities to be telecommunications carners
subject to the assistance capability and capacity requirements to
the extent that such person or entity· se~es as ~ replacement f~r
the local telephone service to a substantial portion of the public
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w\tnm a state. A5 part of i:s determination '.....·netner ~:-.e ::H,:'O::C ::-._
~erest is served by deeming a person or entIty a teleComr:-.:.::-.~­
cations carner for the pu!'?Oses of this b:':l. the COmmtSSlon ~n:llL
consider whether such cietermmation would promote c:omper.l::;on.
encourage the deveiopment of new technologies. and protect ?uoi:c
safety and national 5e<:unty.

The term ··call.identifyini information" ~eans the dialing or Sig·

naling mformation generated that identifies the orlgm and de$t~::.1·
:lon or a wire or electronic commUnlCatlOn piaced to. or retelvea : ....
:he fac~iity or ~eI"\'lce that is the subject of the court order or ~~''''':''~L
authorlzation. For "-Olce communicatlons. t:"i5 mformatlon :.s :';::Jl'
cally t.he electronlC puls~s. audio tones. or slgnallir.g messages ::::'1':
ldenury the numbers dtaled or otheMNise transmitted for :he ~:.:r,
pose of routing calls through the teiecommunlcauons carner's ':-.e,:·
work. [n pen reglster investigations. these pulses. tones. or r.1es­
sages identify the numbers dialed from the facUity that is tte ~ub·
Je<:t of the court order or other lawful authonzation. In tr:lp .:l:1d

trace investigations. these are the incoming pulses. tones. or ~.e~­
5ages which identify the originating number of the facility ~':om

which the call was placed and which are captured when directed
to the facility that is the subject of the court order or authonzauon.
Other dialing tones that may be generated by the sender that :ue
used to signal customer premises equipment of the rei:lpient ue
not to be treated as cali-identifying infonnatlon.

The tenn "government" means the government of the Cm~ed
States and any agency or instrumentality thereoi. the Distnct 'Ot
Columbia. any commonwealth, territory, or possession of the Cnit·
ed States. and any State or political subdivision thereof authonzed
by law to conduc.t electronic surveillance.

The tenn "telecommunications support services" means a prod­
uct. software or service used by a telecommunications carrier for
the internal si:,--naling or switching fu~ctions of its telecommum·
cations network.. The Committee understands there are currently
over one hundred entities that provide common carriers with 3pe-·
cialized support services. The definition of 04telecommunicauons
support services" excludes 04information services." as defined in thE
bill.

The term "infonnation services" includes messaging services of
fered through software such as groupware and enterprise or per
sonal messaging software. that is. services based on pro~ucts I in
eluding but not limited to multimedia software) of WillCh Lotu
Notes (and Lotus Network Notes), Microsoft Exchange Ser.·el
~ovell Netware. CC; ~ail. Mel Mail. Microsoft Mail. ~icrosoft E.J
change Server. and AT&T Easylink (and their associated semce!
are both examples and precursors. It is the Committee's intenuo
not to limit the definition of "information semces" to such currer
services. but rather to anticipate the rapid de-v:elop~ent of ac
vanced software and to include such software sernees In the defin
tion of "information services." By including sueh software-bast
electronic messaging services within the definition of infonnatic
~ervices. they are excluded from compliance with. tb.e requiremen
of the bill.

Section 2602. enti~led "Assistance capability require~eDts." ~~
sists of four subsectlQns. Subsection (a) sets fonb four Capablh
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Requlrements." which every tele<:ommunicatiotls carner 1S requlreci
to meet 1n connectIon Wlth those servtces or facilities that allow
customers to originate. terminate or direct communications.

". The first requirement is eX1)editiously to isolate and enable the
government to intercept all communications in the carrier-'s control
to or from the equipment. facilities or services of a subscribe. con­
currently with the communications' transmission. or at any later
ume acceptable to the government. The bill is Dot intended to guar·
antee "one-~top shoppin~" for law enforcement. The question of
wnlch communicatlons are in a carner's control will depend on the
desIgn of the service or feature at issue. which this leg'lslation does
not purport to dictate. If. for example. a forwarded call reaches the
system of the subscnber's carrier. that carrier is responsible for iso­
lating the communication for interception purposes. However. if an
advanced intelligent network directs the communication to a dif·
ferent carrier. the subscriber's carrier only has the responsibility,
under subse<:tion \d). to ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is expeditiously to isolate and enable the
government to access reasonably available call identifying informa­
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
associated with the communication to which it pertains and is pro­
vided to the government before. during or immedia~ly after the
message's transmission to or from the subscriber. or at any later
time acceptable to the government. Call identifying information ob­
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub­
scriber sending or receiving the message. except to the extent that
location is indicated by the phone number. However. if such infor·
mation is not reasonably available. the carrier does not have to
modify its system to make it available.

The third requirement is to make intercepted communications
and call identifying information available to government in a for­
mat available to the carrier so they may be transmitted over lines
or facilities leased or procured by law enforcement to a locauon
away from the carrier's premises. If the communication at the point
it is intercepted is digital. the carrier may provide the signal to law
enforcement in digital form. Law enforcement is responsible for de­
tennining if a communication is voice. fax or data and for translat·
ingjt into useable fonn.

The final requirement is to meet these requirements with a mini·
mum of interference with the subscriber's semce and in such a
way that protects the privacy of communications .and c~ identify­
ing information that are not targeted buy electroniC surveillance o~·
den. and that maintains the confidentiality of the government s
wiretaps. , .

The Committee intends the assistance requirem~nts In ~10n
2602 to be both a floor and a ceiling. The FBI Dll"ectOr testIfied.
that the legislation was intended to preserve the status quo. that
it was intended to provide law enforcement no more 8J1d .no less ac­
cess to infonnation than it had in the put. fhe Coumuttee u~es
against overbroad interpretation of the reqwrements. The lel1s1a­
tion gives industry, in consultation with law enforcement and sub-
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je<:t to review by the FCC. a key role in developing the te<:hnlC:~
requ~rements and standards that Will allow implementation of the
requlrements. The Com~ittee eXl)eCtS industry, law enfortement
and the FCC to narrowly tnterpret the ~uirements.
SUbs~tion I bl limits the .scope of the assistance requirements lr.

several tmportant ways. Ftrst, law enforcement agencies are nOl
permitted to require the specific design of systems or features. :101

prohibit ado~tlon of any such design. by wire or electronic comrn'..l
nication serv1c:! provides or equipment manufacturers. The leg15ia,
tIon leave.s it to ~ach ca~er .t~ de<:ide how to comply. A carr~el
need not msure tnat each mdiVldual component of its network 01

system complies with the requirements so long as each comm'..l:l1ca
tion can be intercepted at some point that meets the leglslated re
quirements.

Second. the capability requirements only apply to those service:
or facHities that enable the subscriber to make. receive or direc
calls. They do not apply to information servlces. such as eiectrant
mail services. or on-line services. such as Compuserve. ProdIgy
America-On-line or Mead Data. or Internet sel"Vice providers. ,Th
storage of a message in a voice mail or E-mail "box" is not coverel
by the bill. The redire<:tion of the voice mail message to the ''box
and the transmiSSIon of an E-mail message to an enhanced ser.... tc
provider that maintains the E-mail service are covered.) :--;or doe
the bill appiy ~o services or facilities that support the trans?ort c
5wttching of communications for private networks or for the 501

purpose of interconnecting tele<:ommunications carners.
Because financial institutions have major concerns about $ecuril

and reliability. they have established. private communications ne
works for data transmission traffic such as automated teLler ::'.
chines I Antl. point of sale (credit card) verification systems . .lC

bank wires. Some of these networ~ are point to point. a1thou.~

many utilize the public network. at various points. Ant netWorK
bankcard processing networks. automated check clearinghouse nt:
works. stock exchange trading networks. point of sale systems. at
bank wire transfer. stock transfer and funds transfer systems a
all excluded from the coverage of the legislation whether or n
they involve services obtained from telecommunications came'
Private networks such as those used. for banking and financ
transactions have not posed. a problem to law enforcement. ThE
a:re good reasons for keeping them as closed a~ possible. These n
works are not the usual focus of court authorized electronIC 3UrvE
lance. and the financial information travelling on these networks
already available to law enforcement agencies under the banki
laws.

Thus, a carrier providing a customer with a servi~e or facil
that allows the customer to obtain access to a pubhcly SWltd
network is responsible for complying with the capability requ,1
ments. On the other hand. f:)r communications handled by multI
carriers. a carrier that does not originate or terminate th~ messa
but merely interconnects two other caniers.. is n~~ ~ubJect to
requirements for the interconnection part of lts facilitles.

While the bill does not require reengineering o~ the Internet.
does it impose prospectively .functional requ1reme~ts on
Internet. this does not mean that communications eamed over
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Internet are lmmune from inten::eption or that the Internet oITers
a safe haven for illegal activity. Communications camed over the
Internet. are subject U? inten:eption under Title III just like other
electronI~ communications. That issue wu settled in 1986 Wlth the
ElectronIc Communications Privacy Act. The bill recognlzes. how­
eve", that law enforcement will most likely intercept communica­
tions over the Internet at the same place it intercepts other eiec­
tronic communications: at the c.a.rrier that provides access to the
public swltched network.

The bill does not cover private branch exchanges (PBX's). This
means that there will be times wben the telecommumcations car­
rier will be unable to isolate the communications of a specific indi­
'vidual whose communications are coming througb a PBX. This
poses a minimization problem to which law enforcement agencles.
courts, and carriers should be sensitive. The CommittH does not
intend the exclusion of PBX's to be read as approval for trunk line
intercepts. Given the mjnimization requirement of current law.
courts should scrutinize very carefully requests to intercept tn.tc:k
lines and insist that agencies specify how they will comply with the
minImization requirement. This is especially true of intercepts of
E·~1ail and fax transmissions. In addition. carriers presented with
an order for interception of a trunk line have the option to seek
modification of $uch an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or­
dered wireta.ps. unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation U) fur­
nish aU necessary assistance under 18 U.S.C. Section 251S' 41.
~othing in this paragraph would prohibit a carrier from deploylng
an encryption service for which it does not retain the ability to
decrypt communications for law enforcement access. The bill does
not address the "Clipper Cbip"or Key Escrow Encryption iS$ue.
~othing in the bill is intended to limit or otherwise prevent the use
of any type of encryption within the United States. ~or does the
Committee intend this bill to be in ::rmway a precursor to any kind
of ban or limitation on encryption ology. To the contrary, sec­
tion 2602 protects the right to use encryption.

Subsection (C), allows a carrier, in emergency or esigent cir­
cumstances. at the sole ·discretion of the carrier. to fulfill its obliga­
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carner',
premises.

Subsection Cd), entitled "Mobile SemceAssistance Requirement."
addresses the responsibility of tlle carrier who can no longer de­
liver a message or call identifying information to law e~o~m~nt
because the subscriber. the communication aDd the c:allldentilYlng
information .have left the carrier's semce areL In such a case. the
carrier that had the assistance responsibility is not required to con­
tinue provlding the government with the communication content or
call identifying informatioll" but must enaure that the government
can determine which carrier or service provider hu subsequently
picked up the communications or call identifY!.nl info~atio~ and
begun serving the subscriber" subject to limitatIOns OD disclosIng lo­
cation infonnation u deecribed in section 2602(a).
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S~tla~ 2603, entitled "~otlces of capaclty requlreme!'l:s,' ;;:acl

the. curaen on the government to estimate tts capacIty :ieeris ar
to ao ~o In a Cost·conSCIOUS manner. while also proVlcimg carr.e
with a "safe hamar" for caDacitv.

Subsection' a I requIres the Attorney General. within one \fear
enactment. to publish in. the Federal Register and provlde to'appr
pnate industry aSSOCIatlOnS and standards bodies nottces of bo
the maximum capacity and the imtial capacIty required to aceor
modate ail intercepts. pen registers. and trap and trace devt<:es t:
government I includmg Federal. State and local law enforeemer
expects to operate Simultaneously.

The maxImum capacity relates ':0 the greatest number of intl
cepts a parttcular switch or system must be capable of implemel
ing ~imultaneously. The initial capacity relates to the number
intercepts the government will need to operate upon the date tr
is four years after enactment. .

The Attorney General is directed to develop the notices after c(
sultation with local and State law enforcement authoritIeS and ~

carrlers. equipment manufacturers and providers of telecommu
cations support services. The Attorney General is given flexlbil
in determmmg the fonn of the notice. For example. the notlces ~
be in the form of a specific number for a particular geograp
area. or a generally applicable fonnula based on the number of 31

sCflbers served by a carTier. However, the notices must identify,
the maximum extent possible, the capacity required at specific g
graphic locations. including carrier office locations.

Subsection l b t proVides that teleaJmmunications carriers m
ensure that. within three years after publication of the nottces
within four years after enactment, whichever i.s later. they ~

the maxImum capaCity and the initial capacity to execute all e
tronic surveillance orders. If the Attorney General publishes
first capacity notices b£fore the statutory time of one year
elapsed. compliance by carriers must be achieved at the same t

as the effective date in Seet.ion 2 of this Act. In the event the At
ney General publishes the notices afte" the statutory ::me lil
carriers will have three years thereafter to comply, which time
riod will fall after the effective date of section 2602.

Subsection \c) requires the Attorney General periodically to
telecommunications carriers notice of any necessary increasej
maximum capacity. Carrie:s will have at least three years. ane
to any amount of time beyond three years agreed to by the .AI
ney General. to comply with the increased muimum capacity
quirements.

Subsection I d) requires carriers to submit statements to the
tomey General identifying systems or service that do not ~ave
capacity to accommodate simultaneously the number of, inter
tions. pen registers and trap and trace devices set forth Ulthe
pacity notices issue by the Attorney General under subsection

SubsectIOn lei proVIdes that the Attorney General may.relmb\
carriers for modifications necessary to comply With. capacity notl
Until the Attorney Genera! agTees to ~imburse a carner for, 5
modiflcations. the carner shall be conSidered ta be III compha
with the capacity notices.



Section 2604 p~tects S.ysteD1S security ~~ integrity by requiring
that any electroOlC surveillance effected WIthin a carner's switching
premises be activated only with intervention by an employee of the
camero The switching premises include central offices and mobile
telephone switching offices (MTSOs).

This makes clear that government agencies do not have the au­
thority to activate remotely interceptions within. the switching
premises of a telecommunications carrier. Nor may law enforce­
ment enter onto a telecommunications carrier's switching office
premises to effect an interception without the carrier's prior knowl­
edge and consent when eecuting a wiretap under exigent or emer­
gency circumstances under section 2602(c}. All executions of court
orders or authorizations requiring access to the switching facilities
will be made through individuals authorized. and designated by the
telecommunications carrier. Activation of interception orders or au­
thorizations originating in local loop wiring or cabling can be ef­
fected by government personnel or by individuals designated by the
telecommunications carrier, depending upon the amount of assist-
ance the government requires. ... . .

Section 2605 requires a telecommunications carrier to consult
with its own equipment manufaetu.ren and support service provid­
ers to ensure that equipment or services comply with the capability
requirements. Manufacturers and support services providers are
required to make available to their telecommunications carrier cus­
tomers the necessary features or modifications on a reasonably
timely basis and at a reasonable charp. Subsection 2605<b) clearly
means that when a manufacturer makea available features or
modifications to permit ita c:uatomer to comply with the require­
ments of the bill. the manufacturer is to be paid by the carrier in
accordance with normal and accepted busiDesa practices.

These responsibilities of the manufacturen and support services
providers make clear that they have a critical role in ensuring that
lawful interceptions are not thwarted. Without their assistance.
telecommunications carrien likely could not comply with the capa­
bility requirements.

Section 2606 establishes a mechanism for implementation of the
capability requirements that defers. in the first instance. to indus­
try standards organizatiollL Subsection (a) directs the Attorney
General and other law enforcement qenoes to consult with asso­
ciations and standard-setting bodies of the telecommunications in­
dustry. Carriers,manufacturera and support service providers will
have a "safe harbor" and be conaidered in compliance with the ca­
pability requirements if they comply with publiclr available tech­
nical requi.rtl!ments or staD.darcia designed. in good faith to imple­
ment the assistance requilementa.

This section provides c:arrien the certainty of "safe harbon."
found in standards to be iuued under a process set up in the bill.
The use of standards to implement legislative requirements is. of
course. appropriate so long u Congreu delineates the policy that
the guidelines must meet. Slli.nn.er v. Mid.·A.merica PipeliM Co.,
490 U.S. 212, 220 (1989). (1t is constitutionally sufficient if Con-
gress clearly delineates the general policy."). .

This bill. in fact. provides through the four facton in s~on
2602 much greater. specificity than found in many delegatlons



upheid by. the. COUrts. 5ef!. e.g.. Ya.~us v. c.:.~ .. 321 C.S ..H-t. ~20
. 1944) I upnoldmg delegatlon of autnonty to f1% pnces t:-.at ....... \~i ~e
generally fair and equltabie and will etTectuate the purposes" of t:-:e
statute): FPC v. Hope .\~atural Gas Co., 320 C.S. 591. 600 '1944.
(delegation to detemune "just and reasonable" rates upheLd l.

The authOrIty to 15.5Ue standards to implement legislatlon dele­
gated here to private partles is well within what has been uoheid
in numerous pr~cecients. In St. LoULS. Iron .\ftl1. & Southern P...,.
Co. v. Ta:-·lor. :210 C.S. 291 I 1908'. the Supreme Coun uoheid :~e
deiegatlon of authortty to the Amenc:an RaHwav .~soclation to e5­
tabli.sh ~he :itandard height of draw bars for freight cars. b
Sobiecro.ft IndustrIes v. Secretary of Labor. 614 F.2d 199 '9th Cir.
1960 '. the ~inth Circuit sustained Congress's delegation to ?n\"~ e
organizations of the authonty tJ develop health :lnd 3afetv stand­
ards. See also C.S. v. Frame. 885 F.2d 1119. 1122 13d Cir. 1959.
l uphoLding delegation to the beef industry to devise its own strate­
gles to implement the government's policyl.

The appropriateness of the delegati~n here is furth.ered by two
factors: I 11 Compliance with the Industry standards 1S voiuntan­
n~t compulsory: .Carrier~ can adopt other solutions for complYlIlg
With the capability requlrements; and (2) The FCC retains control
over the standards. L"nder section 2602(b\ any camer. any lawen·
forcement agency or any other interested party can petltion thl!
FCC. which has the authority to reject the standards developed b~
industry and substitute its own. See SunshiM Anthracite Coa/. Co.
v. Adkins. 310 C.S. 381 (1940); St. Louis, Iron .Utn. supra: Fram~.

supra. 885 F.2d at 1128 (delegation valid where discretion of pn
vate bodies is subject to the government's authority to disappro,"l
or modify the standards>.

This section states affirmatively that the absenc:e of standard
will not preclude carriers. manufacturers or support service provid
ers from deploying a technology or service. but they must ~t111 CO!Jl

ply with the assistance capability requirements.
Subsection I b) provides a forum at the Federal Communication

Commission in the event a dispute arises over the technical n
quirements or standards. Anyone can petition the FCC to establis
technical requirements or standards. if none exist. or challenge an
such requirements or standards issued by industry usociations (
bodies under this section. In taking any action under this seaiOl
the FCC is directed to protect privacy and security of communic:
tions that are not the targets of court-ordered electronic survei
lance and to serve the policy of the United States to encourage tt
provision of new technologies and services to the public.

If an industry technical requirement or standard is set aside I

supplanted by the FCC. the FCC is required to consult with. the}.
tomey General and establish a reasonable time and conditions ~
compliance with and the transition to any new standard. The FC
may also dttfine the assistance obligations of the telecommw
cations carriers during this transition period. . .

This section is also intended to acid openness and accountabUi
to the process of finding solutions to intercept problems. Any F(
decision on a standard for compliance with this bill must be ma
pUblicly. .
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Subsectlon I c) gives teleecmmunic:ations carriers an additional
two years to achieve compliance W'\th the ~Slstance capability re­
qU1rements beyond the four years proV\ded 1n Section 2 of the bilL

,. if they petition for. and the FCC grants. an enension. The FCC
may grant a petition for relief from compliance with the assistance
capability requirements for up to two years in cirtUmstances where
the carrier can show tbat compliance Wlth those requirements is
not reasonably achievable through application of tecnnology avail­
able withm the four year compliance record. The Attorney General
w\ll reimburse the carrier for a.c.y necessary moditications made
durlng the extension penoci.

AllY extension granted under this subsection applies only to that
part oi the carner's business on which the feature or semce at
i~sue is used.

Section 2607 provides for enforcement by the courts. Subsection
I aJ provides that a court may onier telecommunications carriers.
equipment manufacturers and support service providers to comply
forthwith with the requirements of the Act in circumstances where
an electronic surveillance order or authorization has been issued
but cannot be effected because a carrier has failed to comply WIth
the requirements of the bill. This provision complements the exist­
ing requirement in 18 U.S.C. § 2518(4) that 3J1 order authorizing
eieetronic surveillance may direct that providers of wire or elec­
tronic: communications services or any "other person • • • fumlsh
• • • forthwith all information. facilities. and technical assistance
neeessary to accompHsh the interception."

Subsection (b) authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to apply
to an appropriate United States Court for an enforcement order di­
recting a telecommunications carrier. equipment manufacturer or
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various United States
Attorneys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First. the court must fmd that law enforce­
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Esaentially, the court must
find that law enforcement is seeking to conduct its interception at
the best, or moat reasonable. place for such interception.

Second. the court muat find that compliance with the require­
ments of the bill are reasonably achievable through application of
available teehnolOl)'. or would have been reasonably achievable if
timely action had been taken. Of necessity, a determinatio.n of tlrea­
sonably achievable" will involve a consideration ofeconomlc factOrs.
This limitation is intended to escuse a fallure to comply with the
usistance capability requirementa or capacity notices where the
total cost of compliance is wbolly out of proportion to the useful­
ness of achieving compliance (or a particular type or categ~ry .of
services or features. This subaec:tion recognizes that. in· certam cU'­
cumstances. telecommunications carriers may deploy features or
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5ervices even though they are not tn compliance Wlth. 'he r
ments of this bill. ... equlre-

In the event that e!ther of these standards is not met. the cou~
may not issue an entorcement order and the carner may proceed
with deployment. or with continued offering W the public. of the
feature or service at issue.

Subsection (d) requires a court upon issuance of an enforcement
order to set a reasonable time and conditions for complying Wlth
:he order. In determming what is reasonable. the COUrt may con­
5tder as to each party before it a number of enumerated factors.

Subsection I e I proVldes ~ha~ an order may not be lssued requiring
a carner to provlde capaclty 1n excess of the capacity for which the
.~ttorney General has agreed to reimburse the camer under section
:26031 e I.

Subsection (fj provides for a civil penalty up to S10.000 per day.
from the date of the order. or such later date as a COUrt may de­
cree. for any carrier. equipment manufacturer or support sel"Vlce
provider that violates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors. including the nature. circumstances. and extent of the V10­

tatton. and. with respect W the violator. ability to pay. good faith
efforts to comply in a timely manner, effect on ability to continue
to do business. the degree of culpability or delay in undertaking ef­
forts to comply. and such other matters as justice may require.

While Subsection 2607(0 would subject to civil penalties a manu­
facturer t~at fails to provide its customers with the features or
modifications necessary for them to c"mply, the Committee fully
expects that manufacturers and carriers will ensure the compliance
with the requirements through the normal marketplace mecha­
nisms. as carriers. in their orden, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would nonnally be appropriate only when the eXlst­
ing marketplace (Le.• contractual) mechanisms fail to ensure manu­
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carrien when. for eumple. they fail to
seek through contractual mechanisms such features or modifica­
tions.

Section 2608. entitled "Payment of costs of telecommunications
carriers to comply with capability requirements." provides. in sub­
section (a), that the Attorney General may, subject to the availabil­
ityof appropriations. pay all just and reasonable costs directly as­
sociated with modifications performed by carriers in connection
with equipment. features, or services installed or deployed before
the date of enactment CD establish the capabilities necessary to
comply with section 2602. ..

Subsection (b) provides that the Attorney q.eneral,ls .autbon%~
to pay reasonable costs directly asaociated wlth achievtng .comph­
ance with the assistance capability requirements for eqwpmen~.
features or services deployed OD or after the date of en~etment. If
such compliance would otherwise not be reuonabl~ achIevable..1n
determining whether compliance is reasonably achievable. conSid­
eration must be given. in proceedings before a court or the FCC to
when the deployment occurred.


